UBND QUAN PONG PA CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG HPND&UBND Poc lap- Tu do- Hanh phiic

S6: 62 /VP Pong Pa, ngdy /6 thang 4 nam 2024
V/v Ban hanh Cam nang phong,
chéng, giam thiéu rai ro tir tin cong
Ransomware.

Kinh gui :
- Cac phong, ban, don vi thudc quéan;
- UBND 21 phuong.

Thot gian qua, xuét hién nhiéu chién dich tin cong md hoa téng tién
(Ransomware) nham vao cac co quan, to chirc, doanh nghiép Viét Nam gay nhiéu
thlet hai vé tai san va 1am gian doan hoat dong dbi véi cac co quan, t6 chirc gap
su cb. Cac cude thn cong Ransomware hién nay thuong duoc bat dau tir mot diém
yéu bao mat ctia co quan, to chirc. Ké tin cong xaAm nhap hé thong, duy tri sy hién
dién, m& rong pham vi xam nhap, va kiém soat ha tﬁng cong nghé¢ thong tin cua
t6 churc, qua do6 lam té li¢t hé théng nham thuc hién hanh vi téng tién.

Thuc hién Cong van s6 860/STTTT-ATTT&GDDT ngay 08/4/2024 ciia S&
Thong tin va Truyén thong v/v Ban hanh Cam nang phong, chdng, giam thiéu rai
ro tir tan cong Ransomware; Nham bao dam an toan thong tin, an toan khong gian
mang qudc gia, Cuc An toan théng tin- B4 Thong tin va Truyén thong di ban hanh
Cam nang phong, chong giam thiéu rii ro tin cong Ransomware.

Van phong HDND& UBND Quan guri cac phong, ban, don vi, UBND cac
phuong Cam nang phong, chéng giam thiéu rai ro tan cong Ransomware dé
nghién ctru, t6 chic thuc hién.

Trong qua trinh t6 chirc thuc hién, khi phat hi¢n tan cong Ransomware, lién
hé ngay co quan chuyén trach vé ATTT dé dugc ho tro:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC)
dién thoai 024.3640.4421 hoac s6 dién thoai truc duong day nong ung ctru su co
086.9100.317, thu di¢n tu: ir@vncert.vn

- Trung tdm Gidm sat an toan khong gian mang quoc gia (NCSC), dién
thoai: 024.32091.616 hodc so dién thoai tryc dudng diy nong hod tro giam sat,
canh bao som 096.1405.333, thu dién tir: ais@mic.gov.vn
Noi nhn: CHANH VAN PHONG

- Nhu trén;
- Luu: VP.

./
N

Nguyén Trong Hai
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