UBND QUAN PONG PA CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG HPND&UBND Poc lap- Tu do- Hanh phiic

S6: 55 /VP Pong Pa, ngay 08 thing 4 nam 2024

VIV canh bao 15 hong CVE-2024-0819
trong phan mém Team Viewer.

Kinh guri :
- CA&c phong, ban, don vi thudc quan;
- UBND 21 phuong.

Thuc hién Cong vin sb 740/STTTT-ATTT&GDDT ngay 27/03/2024 cia
S Thong tin va Truyén thong v/v canh bao 16 hdng CVE-2024-0819 trong phan
mém Team Viewer; nham bao dam an toan thong tin, an ninh mang cho cac hé
théng, Vian phong HDND&UBND quén dé nghi cac phong, ban, don vi, UBND

21 phuong mét s ndi dung sau:

1. Kiém tra, ra soat, xac dinh may tinh str dung phan mém Team Viewer cO

kha ning bi anh huong boi cac 16 hong bao mat .

Huéng din khéic phuc - nang cap phan mém Team Viewer Ién trén phién
ban 15.51.5 (Tham khdo tham khdo phu luc Céng vin so 2257/CAHN-PAQ5 ciia
Cong an Thanh phé Ha Néi giti kém theo) va ap dung mot s6 bién phap bao mat
b sung sau :

- Bat mat khau tiiy chon (Options) manh (Mat khau c6 d6 dai it nhat 12 ky
tu, trong do co it nhét 1 chit viét hoa, mot chit s va mot ky tu dac biét) cho tai

khoan Team Viewer.

- Trong Team Viewer, bat "Changes require administrative rights on this
computer" (cac thay doi yéu cau quyén quan tri trén may tinh) gitp kiém soat chit
ché& hon dbi véi cac cai dit nhay cam.

- Sir dung xac thuc 2 budce va ap dung danh sach Block&Allow dé giéi han
quyén truy cap.

2. Chu dong, ting cudng giam sat cac hé thong thong tin cua co quan, sin
sang phuong an xtr 1y khi phat hién c6 dau hiéu khai thac, tan cong mang; dong
thoi thuong xuyén theo ddi kénh canh bao cia cac co quan chirc ning, cac to chirc
16n vé an toan thong tin dé phat hién kip thoi nguy co tin cong mang va cac 18

héng bao mat.



Két qua Kiém tra, ra soat, khic phuc gui vé Van phong HDND& UBND
quan Dbng Da trudc ngay 09/4/2024 (B/c DS Thiy Linh , sé dién thoai
0983.529.978, email: dothuylinh_dongda@hanoi.gov.vn).

Noi nhén: CHANH VAN PHONG
- Nhu trén; T
- Luu: VP, S
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